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Subject:   Generic TCP/IP Transaction Set-Up Procedures 
 
Hardware:  IRIS DVS & IRIS TotalVision 
 
Software:  IRIS DVS Ver. 10.01h2, IRIS Configure Ver. 1.05D 
  
Release Date: 01/07/03 
  
 
SUMMARY 
  
The IRIS System has the capability to monitor TCP/IP network traffic.  When a predefined set of data is 
detected on the network the system will capture and save a transaction image.  Earlier versions of the 
IRIS DVS S/W had specific protocol sequences defined to capture ATM and teller traffic.  Starting with 
IRIS DVS Version 10.01h2 the system has the capability of being field configured to define the network 
conditions necessary to capture a transaction image.  This Technical Bulletin describes how to set-up 
the IRIS DVS unit for generic TCP/IP monitoring. 
 
PROCEDURE 
 
The first step in setting-up the IRIS DVS system for generic TCP/IP transaction capability is to define 
the data “template” that will be used to mark a transaction.  The IRIS DVS software has the built in 
capability to capture raw network traffic to a file.  Once this raw data is captured the installer can use 
this information to create the data template that will define when a transaction has occurred. 
 
Capture Network Data 
 
1. Using Windows explorer delete the C:\BANKIRIS_NT\NETCAP.TXT file if one exist. 
2. Start the IRIS DVS application. 
3. Enter a valid password to start the IRIS DVS software. 
4. Select the “Config” option on the main menu to start the IRIS Configurator program. 
5. Using the IRIS Config program select “Event->TCP/IP Monitoring” menu item. 
6. Select the “Enable TCP/IP Transaction Monitoring” checkbox. 
7. Enter the TCP/IP address of the device that you would like to monitor. 
8. Select the device type as “Teller Printer”. 
9. Press the “Update” button. 
10. Using the “Next”, “Previous” and “Update” buttons, insure that all of the other seven TCP/IP 

channels are set to “inactive”. 
11. Close the IRIS Configurator program. 
12. On the IRIS DVS application program select the “Operation->Capture Net Traffic” menu item. 
13. Select the “Operation->Run” menu item to start the IRIS DVS program. 
14. Once the IRIS DVS program is running perform a transaction on the monitored device. 
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15. After the transaction is complete, clear the Capture Net Traffic option by selecting “Operation-
>Capture Net Traffic” menu item. Close the IRIS DVS application. 

16. Using Windows explorer, verify that the C:\BANKIRIS_NT\NETCAP.TXT file exist. Open the file 
using notepad and verify that the file contains data after the “Start Monitoring…”  Header. If the file 
does not exist, check that step 12 has been completed.  If the file does not contain data make sure 
that the TCP/IP address is entered correctly and that the IRIS DVS system is on the same network 
segment as the monitored device. 

17. If the C:\BANKIRIS_NT\NETCAP.TXT file has data proceed to the analysis section to determine 
how to set up the IRIS DVS. 

 
Analyze Network Data 
 
Once the NETCAP.TXT file has been generated it can be analyzed to define a data template that will 
be used to define that a transaction has taken place. 
 
Use Windows notepad to open the NETCAP.TXT file.  The file contains several items of information 
that are used in determining the data template.  A sample of the data is contained in Figure 1. 
 
The data in the file is arranged in a structured way.  The first element of the structure is the start of the 
capture time.  The header records each time the capture function is started. Each time a TCP/IP packet 
is received from the monitored TCP/IP device the program will insert a data record.  The first line of the 
data record contains the TCP/IP unit number, system time and monitored TCP/IP address.  Following 
this line the program records the actual data received in the packet. Each line contains 16 bytes of 
information.  At the end of the line the 16 bytes of information is decoded into its ASCII format to enable 
the user to “see” what the information represents.  As an aid in determining the position of the data, the 
beginning of each line contains a four-digit number representing the byte location of the first byte on 
that line.  This byte number is in hex notation (base 16). To determine the exact position of a specific 
byte you count over from the first byte on the line (0,1,2,3,4,5,6,7,8,9,A, B, C, D, E, F) and then add that 
number to the four digit number at the beginning of the line. 
 
0030   7F 44 F9 E0 00 00 CC 00 4E 00 00 00 40 1B CE C2   .D......N...@... 
 
In this example the “1B” byte is in position 003D. 
 
Capture Time 
 
The file contains the start and stop times when the capture file was generated.  Each time the capture 
net traffic option is selected the program will append the header to the existing file and add the new 
data.  This may be useful when trying to gather several samples of data over a period.  In the sample in 
figure 1 the capture was started on Dec 10, 2002 at 14:55 as shown by the line:   
 
Start Capture Tue Dec 10 14:55:57 2002 
 
TCP/IP Port 
 
Each TCP/IP packet has a source and destination address.  This address is made up of both a TCP/IP 
address and a TCP/IP port number.  The TCP/IP address was used earlier when setting up the TCP/IP 
monitoring configuration. The TCP/IP port acts like a sub address and defines a port address within the 
TCP/IP port.  The TCP/IP port number is composed of two bytes.  The TCP/IP port is always contained 
in positions 0024 and 0025 (Decimal 36 and 37) of the packet. In the example in figure 1 the TCP/IP 
port is 05,7A as shown by the line. 
 
0020   4B 38 17 5C 05 7A A4 C2 07 4F 01 72 8B 11 60 12   K8.\.z...O.r..`. 
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Data Field 
 
The data field portion of the TCP/IP packet contains the items of interest.  These items will be used to 
determine when a transaction has occurred and the nature of the transaction. The data portion of the 
TCP/IP packet begins at position 0036 (Decimal 54).  By looking at the data contained in this portion of 
the TCP/IP packet the installer will determine key words or data that can be used to specify that a 
transaction has occurred. 
 
Define Data Template 
 
Once the data in the NETCAP.TXT file has been analyzed it is time to determine the elements that will 
be used in the data template.  The data template is then used to examine each received TCP/IP packet 
and determine if the packet represents a transaction.  This section of the procedure defines each of the 
items in the data template. 
 
Transaction Packet 
 
The first step in determining the data template is to find the TCP/IP packets in the captured file that 
contain unique information that identify that a transaction has occurred.  A good choice would be to find 
a packet that contains the words “Account”, “Deposit” or some other description that would be unique 
and sent each time a transaction was accomplished.  (Note: This unique sequence does not have to be 
a word, it could just as easily be a sequence of bytes i.e. 02,45,3A, 6F).  This packet will now be 
referred to as the “Transaction Packet”. Once the Transaction Packet is located the following items can 
be determined from the information in the Transaction Packet. 
 
TCP/IP Port 
 
As defined earlier the TCP/IP port number is used to further identify packets of interest.  As each 
packet is received the program will not only check the destination TCP/IP address but also the TCP/IP 
port number. Both must agree for the TCP/IP packet to be accepted.  If the TCP/IP port number is set 
to 0,0 then the TCP/IP port number will not be checked on each packet and only the TCP/IP address 
will be used. 
 
The TCP/IP port number is located positions 0024 & 0025.  This two-byte number will then be used as 
the TCP/IP port number. 
 
If the transaction packets have different TCP/IP ports or the installer does not want to check the TCP/IP 
port number when setting up the generic TCP/IP transaction monitoring the TCP/IP port number should 
be set to 0,0. 
 
Condition String 
 
The condition string is used to define which TCP/IP packet represents a transaction.  Once a packet is 
determined to have the correct TCP/IP address and TCP/IP port number the data field of the packet is 
examined to see if the packet contains the key phrase. 
 
Several options exist for the condition string.  The IRIS system provides an option for two condition 
strings. These two strings can be used together to define a specific set of circumstances.  
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Text and Hex Data 
 
A condition string can contain text characters or hex data.  To enter hex data the string of hex data 
should be preceded with a “!’ character and each byte separated by a “,” character.  Thus to look for the 
hex string 0x22 0x4A 0x8F the installer would enter the string “!22,4A,8F” in the condition string.  To 
enter a text string the installer would just enter the string as desired.  If the desired string started with a 
“!” character the installer should precede the string with a second “!” character. Thus to search for the 
string “!Account” the installer would enter the string as “!!Account” 
 

Case Sensitivity 

 
The system can be configured to ignore case of the condition string with the received data or to match 
the case.  Note when selecting hex data it is recommended that the ignore case be left unchecked. If 
the ignore case option is checked unwanted side effects may occur. 
 
Logical Conditions. 
 
The two condition strings can be combined together to form more advanced selection criteria.  If “Both” 
is selected then the TCP/IP packet must contain both condition strings, if “Either” is selected than if 
either of the condition strings matches the TCP/IP packet is accepted. 
 

Empty String 

 
Normally if either of the condition strings is left empty the string is just ignored.  A special case happens 
though when both condition strings are left empty.  When both condition strings are left empty (or blank) 
then there is no test of the contents for the TCP/IP packet to determine if it is a transaction packet. 
 
Using the TCP/IP port and the condition strings, the system determines if the TCP/IP packet represents 
a transaction.  If all of the above elements have been meet, the system marks the packet as a 
transaction packet and proceeds to capture additional information that can be associated with the 
transaction image(s).  
 
Transaction Information 
 
Up to this point all of the information has been used to qualify a TCP/IP packet to determine if the 
packet represented a transaction.  Once the data template has determined that a transaction has 
occurred the system will capture an image for the transaction.  To identify this image several other 
pieces of information are captured from the packet to associate the transaction with the image. This 
section describes the elements of the associated transaction information. 
 
Teller number 
 
Each transaction image is recorded with a teller number.  If a teller number is shown in the transaction 
packet information then that number can be captured from the transaction packet and included with the 
image.  If the transaction packet does not include the teller number then the system can be 
programmed to insert a constant teller number for all transactions that meet this data template. 
 
To capture a teller number directly from the transaction packet, locate the teller number in the 
transaction packet.  Using the four digit number at the left and the position of the number in the row 
determine the position of the first number of the teller number.  Convert this hex number to decimal (i.e. 
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position 0041 is position 65).  This number is the information to enter for the teller position.  (Note: The 
teller number must be shown in ASCII format in the transaction packet) 
 
To insert a static teller number, enter the negative of that number for the teller number. Example: Enter 
–2510 will record the teller number 2510 for each transaction recorded. 
 
Sequence Number 
 
Each transaction image is recorded with a sequence number.  If a sequence number is shown in the 
transaction packet information then that number can be captured from the transaction packet and 
included with the image.  If the transaction packet does not include a sequence number then the 
system can be programmed to insert an auto incrementing sequence number for all transactions that 
meet the data template. 
 
To capture a sequence number directly from the transaction packet, locate the sequence number in the 
transaction packet.  Using the four digit number at the left and the position of the number in the row 
determine the position of the first number of the sequence number.  Convert this hex number to decimal 
(i.e. position 0041 is position 65).  This number is the information to enter for the sequence position. 
(Note: The sequence number must be shown in ASCII format in the transaction packet) 
 
If the IRIS DVS system cannot locate a valid number at the location specified, it will assign a sequential 
sequence number from 1 to 9999 to the transaction. 
 
To have the IRIS DVS system assign a unique sequential sequence number between  
1 and 9999, set the sequence number to 0. 
 
Branch 
 
The branch number recorded with each transaction image is fixed and is not captured from the 
transaction packet. (But each data template can have a different branch number).  Enter the branch 
number to be assigned to this port.  Branch number must be numeric with a maximum value of 65000. 
The branch number is saved with each image 
 
 
Set-up Generic TCP/IP Monitoring 
 
Once the data template and transaction information has been defined it is time to set up the IRIS DVS 
software to capture the transactions.  
 
Using the IRIS Configurator program open the “Event->TCP/IP Monitoring” menu item 
Select the device type as “TCP/IP Transaction”. 
 
Once the TCP/IP Transaction option has been selected several new text fields should appear. Use the 
information defined above in the data template and transaction information to fill in each of the fields 
and press “Update” 
 
Repeat the above for each of the monitored TCP/IP addresses. 
 
Restart the IRIS DVS system. 
 
Perform a test transaction and insure that the system captures the transaction information correctly. 
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Start Capture Tue Dec 10 14:55:57 2002 
Unit 5  1137874617   10.107.75.56 
0000   00 D0 B7 55 6F 59 08 00 3E 09 6D C0 08 00 45 00   ...UoY..>.m...E. 
0010   00 2C 15 C7 40 00 3D 06 FE E3 0A 6A C9 14 0A 6B   .,..@.=....j...k 
0020   4B 38 17 5C 05 7A A4 C2 07 4F 01 72 8B 11 60 12   K8.\.z...O.r..`. 
0030   60 F4 B8 95 00 00 02 04 05 B4 88 88               `.............D1 
 
Unit 5  1137874677   10.107.75.56 
0000   00 D0 B7 55 6F 59 08 00 3E 09 6D C0 08 00 45 00   ...UoY..>.m...E. 
0010   00 28 15 DE 40 00 3D 06 FE D0 0A 6A C9 14 0A 6B   .(..@.=....j...k 
0020   4B 38 17 5C 05 7A A4 C2 07 50 01 72 8C EB 50 10   K8.\.z...P.r..P. 
0030   60 F4 CE 78 00 00 88 88 88 88 88 88               `..x........4X?% 
 
Unit 5  1138009290   10.107.75.56 
0000   00 D0 B7 55 6F 59 00 50 8B DC 61 D2 08 00 45 00   ...UoY.P..a...E. 
0010   00 F4 3A DE 40 00 80 06 14 13 0A 6B 4B 05 0A 6B   ..:.@......kK..k 
0020   4B 38 0D 17 04 11 D4 23 0B 9B 00 14 F4 C9 50 18   K8.....#......P. 
0030   7F 44 F9 E0 00 00 CC 00 4E 00 00 00 40 1B CE C2   .D......N...@... 
0040   00 00 00 00 00 00 FF FF FF FF 00 00 0A 6B 4B 38   .............kK8 
0050   04 11 57 52 09 F1 01 07 00 00 0B 00 00 00 5E 00   ..WR..........^. 
0060   00 00 5D 00 00 00 5D 00 00 00 58 00 00 00 06 00   ..]...]...X..... 
0070   00 00 06 00 00 00 00 00 00 00 00 07 4A 4A 4D 01   ............JJM. 
0080   4D 41 00 00 00 00 12 00 00 00 BB 00 00 00 65 00   MA............e. 
0090   F0 48 08 00 65 00 F0 48 08 00 3B 00 00 00 42 86   .H..e..H..;...B. 
00A0   CA 0E 12 5C E2 40 FE 05 0A 00 C4 01 00 00 00 00   ...\.@.......... 
00B0   00 00 00 00 E0 92 00 00 00 41 43 43 4F 55 4E 54   .........ACCOUNT 
00C0   20 4E 55 4D 42 45 52 20 20 20 20 20 20 31 30 32    NUMBER      102 
00D0   32 30 32 39 20 20 20 20 20 20 20 20 20 20 20 20   2029             
00E0   20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20                    
00F0   20 11 00 CB 00 56 20 00 FF FF FF FF FF FF FF FF    ....V ......... 
0100   01 00                                             ................ 

Figure 1 
Sample NETCAP.TXT data file 


