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Subject:   Network Monitoring of Dynamic IP Address 
 
Hardware:  IRIS DVS & IRIS TotalVision 
 
Software:  IRIS DVS 
  
Release Date: 12/15/03 
 
  
SUMMARY 
  
The IRIS DVS software monitors the network to capture transaction events.  Normally when the system 
is installed the installer specifies the TCP/IP address of the network device that should be monitored 
but the software also has the capability to capture network traffic based on a MAC address.  Using this 
capability the IRIS DVS software can also be programmed to monitor devices that use dynamic IP 
address. 
 
All devices on a TCP/IP network have a unique IP address.  This address can be fixed and always 
assigned to a specific device.  When the IP address is fixed it is referred to as a static IP address.  In 
some networks TCP/IP address are assigned dynamically.  When a device first powers up, the device 
request a TCP/IP address from a DHCP host. The DHCP then assigns an IP address that is available 
from a range of IP address to the device for a limited amount of time. T his time limit is referred to a 
lease time and normally the lease expires in 72 hours although the time may be longer ort shorter.  
Once the lease expires or the power is cycled on the device the device will need to contact the DHCP 
host to request a new TCP/IP address. A network can have both dynamic and static IP addresses 
simultaneously. 
 
Normally to capture network traffic the IRIS DVS software is programmed with the TCP/IP address of 
the device.  This method is used for a static IP address since generally the IP address is easier to 
determine for a particular device and is machine independent.  The IRIS software also provides the 
ability to monitor network traffic using the destination MAC address. The MAC address specifies a 
particular Ethernet card and is unique for each device. The MAC address can be used to monitor both 
static and dynamic IP address.  This Technical Bulletin will outline the process necessary to set up a 
device using a MAC address 
 
Note: The only limitation of using a MAC address is if the monitor device is ever replaced then the IRIS 
DVS system will need to have the new MAC address programmed.  Generally this is not a limitation 
when monitoring the IP address since the new replacement device receives the same IP address as 
the old unit. 
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Recommended Procedure 
 
Since the MAC address is assigned to a specific network card within the device the system 
administrator does generally not know this number.  There is several ways to determine this address.  
The following procedure outlines a convent method where by the installer can use the IRIS DVS 
software to determine the MAC address. 
 
1. Determine the current IP address of the monitor device.  The following process can accomplish this. 
 

For Win95 and Win98 
Open a DOS Window and run WINIPCFG.EXE”  (May also show Ethernet card address.  This is 
the MAC address.) 
 
For Win NT, Win 2000, or Win XP 
Open a DOS window and run “IPCONFIG.EXE” 

 
2. Record the IP address since this will be used in the set-up procedure. 
3. Start the IRIS DVS application.  Ensure that the IRIS service has been stopped. 
4. After entering the password, select “Configuration” from the main menu. 
5. Using the IRIS Configurator, select “Events->TCP/IP Monitoring”. 
6. Set up the items as you would normally for the type of device you are monitoring.   Enter the 

TCP/IP address that you recorded from step 1.   At this time leave the MAC address fields empty. 
7. Save and close the IRIS Configurator program. 
8. Start the IRIS DVS application. 
9. Perform a test transaction on the monitor device. 
10. Using the IRIS DVS application window select “Status->Monitor TCP/IP port”.  If the IRIS system 

has detected the network traffic for the device the system will show a MAC address. 
11. Recorded this MAC address.  (Systems with IRIS DVS Software version 10.02d or later will have a 

“Save MAC” button. Select this button and go to step 15. This button will automatically save the 
MAC address.) 

12. From the main menu select “Config->Configuration” 
13. Using the IRIS Configurator, select “Events->TCP/IP Monitoring”. 
14. Enter the MAC address that you recorded in a previous step. 
15. Clear out all of the fields for the TCP/IP address and select the “Update” button. 
16. Save and close the IRIS Configurator program. 
17. Stop the IRIS DVS application. 
 
At this point the system has been programmed to use the MAC address instead of the TCP/IP address 
and will work for both the IRIS DVS Service and IRIS DVS Application programs. 


