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Subject:   Virus Protection Software on IRIS DVS 
 
Hardware:  IRIS DVS 
 
Software:  IRIS Inquiry 
  
Release Date: 05/03/05 
 
  
SUMMARY 
  
There has been an increased awareness of security threats on Windows based network servers like the 
IRIS DVS.  Although the IRIS DVS has several security safeguards built in some customers may want 
to run additional third party virus protection software on the IRIS DVS.  This Technical Bulletin outlines 
the safeguards built in to the IRIS DVS system and provides a list of recommendations that customer 
can use as a guide when installing additional anti-virus software. 
 
Built-in Security Safeguards 
 

 IRIS DVS systems are shipped with latest Windows XP software including all tested security and 
critical Windows updates. 

 The communication protocol (both modem and TCP/IP) used by the IRIS DVS is a proprietary 
format.  This communication protocol is not available on any commercial software other than IRIS 
approved software.  

 Remote access to IRIS DVS is controlled by user name and password. 
 
GENERAL RECOMMENDATIONS 
 

 Install IRIS DVS in a secure location preventing unauthorized physical access to the equipment. 

 Change default password on Windows XP administrator account. 

 Turn off the Windows auto update feature.  (Updates are turned off when system initially shipped 
from factory.)  Windows updates should only be performed once IRIS Digital Video System has 
tested the new patch and verified that there are no operational issues with the update.  Having auto 
updates turned on could result in unwanted updates being loaded on the IRIS DVS and impacting 
performance or operation. 

 Install latest IRIS DVS software as updates are available. 
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Recommendations on how to configure third party anti-virus software 
 
Generally the addition of third party virus scanning software will affect the performance of the IRIS DVS 
system and result in slower frame rates and longer image capture times.  The following 
recommendations are provided to balance the need for security with the need for operational speed. 
   

 If possible scan only the C: drive.  The D: drive is used for image storage and scanning these files 
while the IRIS system is operation may cause some file sharing conflicts. In addition since the D 
drive could contain an excessive number of files (greater than 10,000,000 images per day) a 
complete virus scan of the D: drive may not be possible in the allotted time causing operational 
interruptions and possible system errors or failure. 

 Limit the times that the virus scanning software runs.  By scheduling the virus scanning software to 
run during off peak times (02:00 am to 04:00 am) you can minimize the performance impact on the 
system. 

 Configure anti-virus software to scan all incoming files on the optional floppy and CD drives.  This 
should prevent authorized or unauthorized users from accidentally introducing unwanted or 
malicious software to the IRIS DVS system.  DVS systems should be configured to boot only from 
the internal hard drive to help prevent malicious software from being introduced to the system. 

  
 
Software that has been tested to work with the IRIS DVS system 
 
Symantec Anti-Virus Corporate Edition Version 9 
Norton Anti-Virus 2005 
 


